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What if we could develop a system to 
routinely and systematically assess the 
marketing practices of online tobacco 

retailers?
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A Need for E-commerce Compliance 
Assessments
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At Stanford during most of my postdoc I was a part of Dr. Lisa 
Henriksen’s lab which studies policy compliance among 
tobacco retailers primarily in California

Dr. Lisa 
Henriksen
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While it has addressed many issues, a challenge I saw in 
Lisa’s system was that it only looks in brick-and-mortar 
retailers and not online. This is an issue because tobacco 
e-commerce is booming

Source: Statista B2C eCommerce Market Report
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Online shopping also is not addressed in some public health 
regulations, like the first version of California’s flavored 
tobacco restriction (SB-793)

Does this cover online sales? Doesn’t seem like it to me. 

(b) (1) A tobacco retailer, or any of the tobacco retailer’s agents or employees, shall not sell, offer for sale, or possess 
with the intent to sell or offer for sale, a flavored tobacco product or a tobacco product flavor enhancer.

(16) “Tobacco retailer” means a person who engages in this state in the sale of tobacco products directly to the public 
from a retail location. “Tobacco retailer” includes a person who operates vending machines from which tobacco 
products are sold in this state.

(11) “Retail location” means both of the following:

(A) A building from which tobacco products are sold at retail.

(B) A vending machine.
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Online Shopping for Tobacco Products Rose with 
California’s Flavor Restriction SB-793

Weekly trend in Google searches 
for terms like “where can I order 
vapes online”

Leas EC, Mejorado T, Harati R, Ellis S, Satybaldiyeva N, Morales N, Poliak A, E-commerce licensing 
loopholes: a case study of online shopping for tobacco products following a statewide sales restriction on 
flavoured tobacco in California Tobacco Control Published Online First: 07 November 2023. doi: 
10.1136/tc-2023-058269
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Online Shopping for Tobacco Products Rose with 
California’s Flavor Restriction SB-793

Weekly trend in Google searches 
for terms like “where can I order 
cigarettes online”

Leas EC, Mejorado T, Harati R, Ellis S, Satybaldiyeva N, Morales N, Poliak A, E-commerce licensing 
loopholes: a case study of online shopping for tobacco products following a statewide sales restriction on 
flavoured tobacco in California Tobacco Control Published Online First: 07 November 2023. doi: 
10.1136/tc-2023-058269
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The same searches did not increase in adjacent states

Leas EC, Mejorado T, Harati R, et al E-commerce licensing loopholes: a case study of online shopping for 
tobacco products following a statewide sales restriction on flavoured tobacco in California Tobacco Control 
Published Online First: 07 November 2023. doi: 10.1136/tc-2023-058269

Vapes

Cigarettes
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Google searches provided easy access to websites 
Californian consumers could use to order products

Leas EC, Mejorado T, Harati R, et al E-commerce licensing loopholes: a case study of online shopping for tobacco products following 
a statewide sales restriction on flavoured tobacco in California Tobacco Control Published Online First: 07 November 2023. doi: 
10.1136/tc-2023-058269
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A state law implemented January 1, 2025 addressed online 
sales and cited this work as a need for the law so studying the 
market can help improve regulation

SB-1230 Strengthen Tobacco Oversight 
Programs (STOP) and Seize Illegal Tobacco 
Products Act.

Among other things, it expands SB-793 to 
cover online sales.

“Even after California’s ban on the sale of 
flavored tobacco products took effect, 
researchers at the University of California, 
San Diego found that online shopping for 
flavored tobacco products increased 
significantly in the weeks after the 
implementation of Senate Bill 793.”

So, learning from the marketplace can help inform regulation
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In addition to state laws, local licensing and flavor laws can 
also address online sales 

San Diego County’s laws are strong on 
online sales: 

● “All sales of tobacco products 
MUST be conducted in-person 
(no delivery or online sales) at the 
licensed location.”

● But it’s unclear what compliance 
is like because there is no system 
for monitoring compliance.

● Covers unincorporated areas of 
the County
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A federal law, the PACT Act also governs online sales

The PACT Act – Sets requirements for delivery sellers including: 
● Registering with the ATF and state tax authorities
● Maintaining monthly sales/tax reports
● Not using USPS as a shipment method
● Requires delivery sellers abide by local laws such as flavor restrictions, excise taxes, or 

licensing requirements

State & local injunctions – The PACT Act lets state Attorneys General (and even cities or tribes) 
sue violators of PACT Act in federal court for injunctive relief and civil penalties

So, discovering PACT Act violators could provide agencies with data to conduct their own 
investigations and subsequently warn or litigate retailers
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Two topics I want to cover today

1. I want to explain the approach we take to assess compliance of delivery sales of 
nicotine products among online retailers and what we can learn by doing this

2. I want to discuss another type of product that online tobacco retailers call 
delta-8-THC
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Topic 1: Developing a Compliance Assessment 
System for Online Sales
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Funding

● I will cover our pilot project from TRDRP that concluded in December 2024 (T32IP4864). 
● We were also granted a full research award from TRDRP that started in July 2024 

(T34IR7999) that I’ll briefly touch on as well.
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Study Goals and Scope

● Our goal is to study tobacco e-commerce retailer marketing practices using 
search engines.

● The focus on search engines helps identify retailers that consumers in specific 
jurisdictions are likely to come in contact with.

● We focused on vaping retailers given indications that these are the most 
prevalent form of tobacco e-commerce.
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Our main setting was San Diego County where there are several 
local Flavor Bans we can assess compliance to in addition to the 
state flavor restriction SB-793

● Chula Vista (2023)
● City of San Diego (2023)
● Encinitas (2021)
● Imperial Beach (2020)
● Solana Beach (2020)
● Unincorporated areas (2020)

○ Also restricts e-commerce entirely
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Our approach has 3 main parts

Aim 1: Obtain Lists of 
Retailers

Sample a list of 
retailers from internet 
search engines that are 
associated with 
particular geographies

Aim 2: Content 
Analysis

Inspect websites for 
policy compliance 
issues (e.g., do they 
sell flavored tobacco?)

Aim 3: Make 
Purchase 
Attempts

Confirm compliance 
issues by purchasing 
products and having 
them sent to 
households
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Aim 1: We collected retailers in 2 ways

All retailers with physical 
store and website

Top 20 websites in zip code

Map-based search Search engine ranking
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Aim 1 in action: Map-based data collection allows us to 
search for unlicensed retailers

E.g., Are the Yelp retailer on the licensing list in the area?
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Aim 2: Conduct e-commerce content analysis

We review websites to determine things like:
- Whether they would ship to California
- What shipping methods they used
- Whether they sold…

- Flavored nicotine vaping products 
- Other flavored tobacco products (e.g., cigarettes, cigars, etc.)
- Psychoactive hemp products (e.g., delta-8-THC) 
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Aim 2 in action: Because sites change over time, we archived our 
content analysis using Hunchly which takes automated 
screenshots during a website visit
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Aim 2: SemRush

We obtained a report from SemRush 
on the websites we reviewed from 
March to August of 2023 

This included metrics such as: 

- Website traffic 
- Google pagerank
- Buying Google ads

25
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Aim 2: We subscribed to newsletters and followed social 
media handles to store direct-to-consumer marketing



Dr. Eric Leas

Aim 3: 16 buyers were recruited to purchase products

16 Buyers 

1 buyer located in a 
jurisdiction with a local 

restriction

1 buyer located in a 
jurisdiction without a 

local restriction

Buyers were paired of into 
8 teams of 2, resulting in 2 

purchases per website
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Buyers were given e-gift cards and a list of products to 
buy and held on to them until study staff collected them
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Aim 3: Buyers purchased and received products which 
allowed us to collect key indicators

For example, indicators like…
- Did the delivery person scan your ID?
- What delivery method was used? (Available 

from the shipping label)
- Where was the retailer located? (Available 

from the return address)
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Results & Impacts
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Descriptive Findings – Brick and Click Retailers

Google Maps and Yelp returned 311 vape shops, 37 had an e-commerce website

○ 20 sold flavored tobacco through their website

○ 5 were in a part of the county that restricted internet sales

We also found retailers trying to decouple the online shop from the shopfront to avoid flavor 
restrictions. For example…

○ 1 online shop was on Tribal Land in San Diego
○ 1 online shop was based in Yuma, Arizona, roughly 3 hours East of San Diego City
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Descriptive Findings – Click-only Retailers

Google searches initially yielded 40,894 search results of which 470 were unique URLs and 

83 were determined to be e-commerce retailers who might ship to San Diego

Among these, 68% of websites offered flavored tobacco products
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Descriptive Findings – Web Traffic

Over the 5 month period that we conducted content analysis (March 2023 through August 2023), there 

were 28.2 million visits to the 78 websites that we audited.

The average number of visits per month was higher for click-only retailers

Click-only = ~55K visits per month

Brick-and-click = ~2K visits per month

There was a clear outlier with one retailer averaging 3.3 million monthly visits

Although the average was low for brick-and-click retailers, one website averaged 45K monthly visits.
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We found that San Diego City’s local flavor laws have no 
impacts on likelihood of delivery of flavored products

Harati RM, Ellis SE, Satybaldiyeva N, et al. 
Online Retailer Nonadherence to Age 
Verification, Shipping, and Flavor Restrictions 
on E-Cigarettes. JAMA. Published online 
November 11, 2024. 
doi:10.1001/jama.2024.21597
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Nearly all successful purchases violated a Federal 
law called the PACT Act by … using USPS

Harati RM, Ellis SE, Satybaldiyeva N, et al. 
Online Retailer Nonadherence to Age 
Verification, Shipping, and Flavor Restrictions 
on E-Cigarettes. JAMA. Published online 
November 11, 2024. 
doi:10.1001/jama.2024.21597
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Nearly all successful purchases violated a Federal 
law call the PACT Act by … not doing ID scans

Harati RM, Ellis SE, Satybaldiyeva N, et al. 
Online Retailer Nonadherence to Age 
Verification, Shipping, and Flavor Restrictions 
on E-Cigarettes. JAMA. Published online 
November 11, 2024. 
doi:10.1001/jama.2024.21597
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We also looked for tax compliance because it seems like most 
retailers are not paying taxes, but are required to pay 
California E-cigarette Excise Tax (CECET) of 12.5% on all 
purchases

Mejorado T, Ellis S, Harati RM, Satybaldiyeva 
N, Benitez G, Austin EAC, Leas EC. Online 
retailer noncompliance to e-cigarette excise 
tax and tobacco licensing laws. Tobacco 
Control. 2024 ePub ahead of print
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Nearly all retailers (85.4%) did not appropriately 
pay the CA state excise tax called CECET 

Mejorado T, Ellis S, Harati RM, Satybaldiyeva 
N, Benitez G, Austin EAC, Leas EC. Online 
retailer noncompliance to e-cigarette excise 
tax and tobacco licensing laws. Tobacco 
Control. 2024 ePub ahead of print
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Compliance was only slightly higher among 
intrastate transactions

Mejorado T, Ellis S, Harati RM, Satybaldiyeva 
N, Benitez G, Austin EAC, Leas EC. Online 
retailer noncompliance to e-cigarette excise 
tax and tobacco licensing laws. Tobacco 
Control. 2024 ePub ahead of print
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And compliance was still low among licensed 
retailers

Mejorado T, Ellis S, Harati RM, Satybaldiyeva 
N, Benitez G, Austin EAC, Leas EC. Online 
retailer noncompliance to e-cigarette excise 
tax and tobacco licensing laws. Tobacco 
Control. 2024 ePub ahead of print
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We are also looking closer at the exterior of the package, because 
many retailers try to obfuscate the true contents, which is also a 
PACT Act violation

External Shipping Label Internal Packaging Slip

Austin EAC, Ellis SE, Berghammer L, 
Rice NM, Appolon G, Leas EC. Online 
Vaping Retailers Conceal Tobacco 
Contents in Shipped Packages, 2025, 
Poster presented at the Society For 
Research on Nicotine and Tobacco 
Annual Meeting in New Orleans, LA.
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Only 8.2% of retailers correctly label packages with 
“tobacco” in compliance with PACT

Austin EAC, Ellis SE, Berghammer L, 
Rice NM, Appolon G, Leas EC. Online 
Vaping Retailers Conceal Tobacco 
Contents in Shipped Packages, 2025, 
Poster presented at the Society For 
Research on Nicotine and Tobacco 
Annual Meeting in New Orleans, LA.
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Of those noncompliant, only 10.7% displayed the 
retailer’s actual business name

Austin EAC, Ellis SE, Berghammer L, 
Rice NM, Appolon G, Leas EC. Online 
Vaping Retailers Conceal Tobacco 
Contents in Shipped Packages, 2025, 
Poster presented at the Society For 
Research on Nicotine and Tobacco 
Annual Meeting in New Orleans, LA.
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Key Takeaway

The online market for nicotine products faces many challenges with enforcement, but 
surveying this market can pinpoint areas that regulators can use to guide their 
enforcement activities and understand new safety concerns.
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In California, agencies are wanting to get a handle on this. Here 
are a few examples of agencies we had data requests from:
● California Tax and Fee Administration
● California Department of Justice
● National Association of Attorneys General
● City attorneys 

○ LA City
○ San Diego City

● Departments of Public Health
○ California Department of Public Health
○ San Diego County Department of Public Health 

● Sheriff’s Department
○ San Diego Sheriff's Department

● Researchers
○ E.g., Truth Initiative
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Topic 2: Studies of Delta-8-THC, another 
Product Online Tobacco Retailers Sell
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Many retailers that sell nicotine are selling “hemp-derived” 
cannabis and one of particular interest delta-8-THC

Satybaldiyeva N, Harati R, Mejorado T, 
Morales N, Benitez G, Ellis SE, Ferran K, 
Leas EC. Derived cannabinoid product 
availability among online vape shops. Prev 
Med Rep. 2024 Oct 22;48:102910. doi: 
10.1016/j.pmedr.2024.102910. PMID: 
39526213; PMCID: PMC11541839.
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Delta-8-THC is what is called a “structural analog” of 
delta-9-THC, which is the main psychoactive chemical that 
naturally occurs in Cannabis

Delta-9-THC Delta-8-THC

The only difference is in one carbon position
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Delta-8-THC and delta-9-THC are also “functional analogs” in 
that they are both CB1 receptor partial agonists (i.e., they 
produce a “cannabis high”), but delta-8-THC has a weaker 
binding site affinity leading to a reduced potency at the same 
dose
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But delta-8-THC products are usually at higher doses to 
compensate for reduced potency

Standard dose in gummy mg

Delta-8-THC 25

Delta-9-THC 5-10
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Delta-8-THC is not abundant in cannabis but it can be made 
through a conversion relatively easily with exposure to 
hydrochloric acid or another acid-based solution to CBD

CBD has a similar structure to THC, making 
conversion from CBD to THC simple



Dr. Eric Leas

● The Farm Bill is a Congressionally approved bill that is updated 
about every 4-6 years that sets standards for agricultural 
manufacturing practices

● Among many topics, the 2018 Farm Bill separated the term “hemp” 
from the definition of “marijuana” in the US Controlled Substance 
Act.

● It defined hemp as: “the plant Cannabis sativa L. and any part of 
that plant, including the seeds thereof and all derivatives, extracts, 
cannabinoids, isomers, acids, salts, and salts of isomers, whether 
growing or not, with a delta-9 tetrahydrocannabinol 
concentration of not more than 0.3 percent on a dry weight 
basis.” 

Delta-8-THC remained an esoteric compound until the 
passage of the “2018 Farm Bill”

Mitch McConnell was 
the bill author
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This change was intended to allow for industrial uses of hemp 
to not violate federal law
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But because delta-8-THC is not delta-9-THC, manufacturers like 
Indiana-based 3Chi have argued that it is “Federally legal” – it’s 
hemp
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This interpretation allows 3Chi to produce cannabis products in a 
state with one of the nation’s most restrictive laws on marijuana

Where possession of even a single 
joint of cannabis is punishable by up 
to a year of incarceration and a fine 
of up to $5,000
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Business appears to be booming for 3Chi

They even have a NASCAR Partnership
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In addition to NASCAR, 3Chi uses national marketing channels that 
are not available to brands in state recreational systems

3Chi is a primary sponsor of Barstool Sports. 
A national media company valued at $8B
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They also use shipping methods that are not available to 
brands in state-run recreational systems to ship around the 
country
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Results & Impacts
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What we’ve found in our research is that delta-8-THC may be 
serving as a substitute for cannabis

Leas EC, Nobles AL, Shi Y, Hendrickson E. Public interest in ∆8-Tetrahydrocannabinol (delta-8-THC) increased in US states that restricted 
∆9-Tetrahydrocannabinol (delta-9-THC) use. Int J Drug Policy. 2022 Mar;101:103557. doi: 10.1016/j.drugpo.2021.103557. Epub 2021 Dec 21. PMID: 
34952279; PMCID: PMC9126323.

Google searches for delta-8-THC are highest 
where marijuana use is illegal
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Satybaldiyeva N, Yang K, Kepner W, Leas 
EC. U.S. State Marijuana and 
Delta-8-Tetrahydrocannabinol Laws and 
Delta-8-Tetrahydrocannabinol Use, AJPM, 
2025, Volume 0, Issue 0, 108026

By 2023, we estimated that ~7.7% of U.S. adults had tried 
delta-8-THC with use being more common in places that 
restricted marijuana use
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We’ve also found that adverse events related to delta-8-THC 
are very similar to those reported for acute cannabis 
intoxication 

Leas, E.C., Harati, R.M., Satybaldiyeva, N. et al. Self-reported adverse events associated with ∆8-Tetrahydrocannabinol (Delta-8-THC) Use. J 
Cannabis Res 5, 15 (2023). https://doi.org/10.1186/s42238-023-00191-y
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Leas EC. The Hemp Loophole: A Need to Clarify the Legality of Delta-8-THC and 
Other Hemp-Derived Tetrahydrocannabinol Compounds. Am J Public Health. 
2021 Nov;111(11):1927-1931. doi: 10.2105/AJPH.2021.306499. Epub 2021 Oct 
7. PMID: 34618542; PMCID: PMC8630489.

I have argued that this marketplace was created by a loophole since 
about 2021 and it does not make common sense to treat delta-8-THC 
and other THCs as hemp and poses some public health risks
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For example, one health risk is that a lack of packaging 
requirements have led to “kid friendly” packaging. Poison 
Control Centers have received thousands of calls of 
accidental ingestion among children.
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In November 2025 this loophole was closed in a revision to the Farm 
Bill that will be implemented at the end of 2026. So, the market may 
change.

“I led the effort to legalize industrial hemp through the 2014 
pilot program and the 2018 Farm Bill,” McConnell said. 
“Unfortunately, companies have exploited a loophole in the 
2018 legislation by taking legal amounts of THC from hemp 
and turning it into intoxicating substances, and then marketing 
it to children in candy-like packaging and selling it in easily 
accessible places, like gas stations and convenience stores all 
across our country.”
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Other substance are pushing limits of 
product regulation 
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For example, we’ve also found that many vaping retailers are 
selling products they call “psychedelic mushrooms” but aren’t 
really

Leas EC, Satybaldiyeva N, Kepner W, Yang 
KH, Harati RM, Corroon J, Rouffet M. Need 
for a Public Health Response to the 
Unregulated Sales of Amanita muscaria 
Mushrooms. Am J Prev Med. 2024 
Sep;67(3):458-463. doi: 
10.1016/j.amepre.2024.05.006. Epub 2024 
Jun 10. PMID: 38864780.
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Many of these products contain a type of mushroom called Amanita 
muscaria 

Details:
● These are psychotropic but in a different 

way than psilocybe mushrooms (i.e., “magic 
mushrooms”)

○ They contain a mushroom called 
muscimol that acts on GABAA 
receptors (like alcohol and 
benzodiazepines)

● Multiple compounds in A. muscaria 
including muscimol are extremely toxic – kill 
mice at a lower dose than fentanyl

● Like delta-8-THC they are not explicitly 
included in Controlled Substance Laws so 
manufacturers claim they can sell products 
containing extracts legally

Leas EC, Satybaldiyeva N, Kepner W, Yang KH, Harati RM, Corroon J, 
Rouffet M. Need for a Public Health Response to the Unregulated Sales 
of Amanita muscaria Mushrooms. Am J Prev Med. 2024 
Sep;67(3):458-463. doi: 10.1016/j.amepre.2024.05.006. Epub 2024 Jun 
10. PMID: 38864780.



Dr. Eric Leas

Because of potential health risks, in December 2024 the 
FDA banned Amanita muscaria and 3 active ingredients 
contained in it for use as food additives as they did not 
satisfy GRAS “Generally Recognized As Safe”
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Summary

1. The online market for nicotine products faces many challenges with enforcement, 
but surveying this market can pinpoint areas that regulators can use to guide their 
enforcement activities and understand new safety concerns.

2. Online retailers of nicotine are not exclusively selling nicotine. They sell many other 
products like delta-8-THC and Amanita muscaria that are pushing the limits of our 
regulations on psychoactive substances and may be presenting health risks.  
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Thanks & Let’s keep in touch!

ecommercelab.health/contact 

● Sign up for our periodic newsletter that covers publications 
from our lab — the form is there on the “news” tab

http://ecommercelab.health/contact

